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ABSTRACT

Digital security in Indonesia is increasingly becoming a major concern along with the increasing threat
of cybercrime. This journal aims to analyze the state of cyber law in Indonesia and provide
recommendations for effective solutions to improve digital security. Using a Systematic Literature
Review (SLR) approach, this study collects and evaluates various relevant literature sources, including
applicable laws and case studies on cybercrime. The results of the analysis indicate an urgent need to
strengthen regulations, improve public education, and strengthen collaboration between stakeholders.
With these steps, it is hoped that Indonesia can create a safe and secure digital ecosystem for all its
citizens.
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INTRODUCTION

In today's digital era, the development of information and communication technology has had
a significant impact on the lives of Indonesian people. With more than 200 million active internet users,
Indonesia is ranked as one of the countries with the largest internet users in the world®. However, this
growth has also triggered the emergence of various threats, such as cybercrime, data theft, and
increasingly complex online fraud. This phenomenon shows the need for a strong and comprehensive
legal framework to protect the public from the risks that arise in cyberspace. Therefore, this study aims
to trace the traces of cyber law in Indonesia and provide appropriate solutions to improve digital
security.

As the threat of cybercrime increases, cyber law in Indonesia still faces significant challenges.
One of the main challenges is the inadequacy of existing regulations, which often cannot keep up with
the rapid pace of technological development?. Although the Electronic Information and Transactions
Law (UU ITE) is the legal basis for various digital transactions, many provisions in the law are
considered inadequate to deal with various forms of emerging cybercrime. In addition, fragmented
regulations and the lack of integration between existing regulations are obstacles to effective law

! Kementerian Komunikasi dan Informatika, Statistik Pengguna Internet di Indonesia, 2022.
2 Kusumadewi, S., Regulasi Hukum Siber di Indonesia: Tinjauan Kritis, Jurnal Hukum dan Teknologi, 2021
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enforcement efforts. This study focuses on analyzing weaknesses in existing regulations and
formulating strategic steps to strengthen the cyber legal framework in Indonesia.

In addition to the regulatory side, public awareness of cyber law is also an important factor that
must be considered. Many internet users still have minimal knowledge about their rights and
responsibilities in cyberspace, making them more vulnerable to the threat of cybercrime®. Data shows
that only around 25% of the public knows about the protection of personal data and their rights in online
transactions. Therefore, it is important to increase public education regarding cyber law so that they can
be more proactive in protecting themselves from potential risks. This study emphasizes the importance
of educational programs that target various levels of society to increase legal awareness and digital
security.

Furthermore, collaboration between the government, private sector, and civil society is essential
in facing cyber law challenges. Collaboration between various parties can create regulations that are
more comprehensive and responsive to the needs of the community*. The government needs to
collaborate with technology companies and internet service providers in formulating more effective
policies in dealing with digital security issues. By involving various stakeholders, it is hoped that more
innovative solutions can be created and based on real needs in the field. This is important to create a
digital ecosystem that is safe and reliable for the community.

International cooperation is also an equally important aspect in dealing with transnational
cybercrime. Cybercrime often involves perpetrators from various countries, so collaborative efforts are
needed in law enforcement®. This study found that many countries have collaborated in sharing
information and resources to deal with cybercrime, and Indonesia needs to strengthen its commitment
in this context. By building solid international cooperation, Indonesia can improve its law enforcement
capabilities and protect its citizens from the increasingly complex threat of cybercrime.

Finally, this study emphasizes the importance of developing new technologies that can help
improve digital security. For example, the application of blockchain technology can be a solution to
increase transparency and security in digital transactions®. By utilizing safe and transparent technology,
it is hoped that it can reduce the risk of fraud and misuse of information in cyberspace. This study
recommends investing in technologies that support digital security as part of efforts to build a more
effective and responsive legal framework to technological developments.

METHOD

The method used in this study is the Systematic Literature Review (SLR), which aims to collect
and analyze relevant literature on cyber law and digital security in Indonesia. The SLR process begins

3 Yulianto,A., Kesadaran Hukum Siber di Masyarakat: Sebuah Tinjauan, Jurnal Sosial dan Hukum, 2023

4 Mardani, A., Kolaborasi Sektor Publik dan Swasta dalam Hukum Siber, Jurnal Hukum dan Kebijakan Publik,
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with the identification of literature sources from various academic databases, including Google Scholar,
JSTOR, and Scopus. The inclusion criteria applied include publications related to cyber law issues,
challenges faced, and solutions proposed by various researchers and practitioners in this field. This
study also evaluates the quality of the methodology in each identified study, to ensure that only high-
quality literature is included in the analysis.

After collecting relevant literature, the researcher conducted a thematic analysis to identify
patterns, themes, and recommendations emerging from the studies. This approach allows the researcher
to gain a comprehensive picture of the state of cyber law in Indonesia and to formulate solutions that
can improve digital security. The results of this analysis are expected to provide a real contribution to
the development of better and more effective cyber law policies in Indonesia.

RESULT AND DISCUSSION

The results of the study show that cyber law regulations in Indonesia are still fragmented and
not integrated. Although the ITE Law is the main legal basis, many provisions are considered
insufficient to deal with various forms of increasingly complex cybercrime’. For example, provisions
regarding the protection of personal data and the rights of internet users are still very limited, making
the public vulnerable to misuse of information. This study recommends the revision and development
of a new, more comprehensive law, which can cover various aspects of cybercrime and provide better
protection for the public.

Furthermore, public awareness of cyber law is also very low. Data shows that only around 20%
of people know their rights regarding digital security®. This has the potential to increase the risk of
cybercrime, because many internet users are unaware of the actions that can be taken to protect
themselves. Therefore, this study recommends the implementation of broader and more focused
educational programs, including social media campaigns and community workshops, to increase public
understanding of their rights and obligations in cyberspace.

Collaboration between the government and the private sector was also found to be an important
step in this study. Research shows that collaboration between the two sectors can produce more effective
policies in addressing cyber law issues®. The government needs to involve technology companies in
formulating policies that are evidence-based and in accordance with the needs of the community. By
involving various parties, it is hoped that the legal framework that is built can be more inclusive and
able to meet the challenges that exist in cyberspace.

Furthermore, this study highlights the importance of international cooperation in cyber law
enforcement. With many cybercrimes being cross-border, cooperation between countries is very
important. Research shows that countries need to build a more solid framework for sharing information
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and resources in dealing with cybercrimes'®. This collaboration is expected to increase the effectiveness
of law enforcement and build public trust in the existing legal system.

From the analysis conducted, it is also seen that new technologies such as blockchain can be a
solution in improving data security and transactions in cyberspace. This study found that the application
of this technology can help reduce the risk of fraud and provide transparency in online transactions*!.
Therefore, investment in safe and transparent technology needs to be encouraged by the government
and the private sector as part of a digital protection strategy.

In addition, the importance of strengthening law enforcement in cybercrime cases is also a
concern. This study found that many cybercrime cases were not followed up by law enforcement
officers due to the lack of clear regulations and adequate training*2. Therefore, it is necessary to increase
the capacity of law enforcement through training and development of skills in handling cybercrime
cases. Thus, it is hoped that law enforcement can be more effective and provide trust to the public.

CONCLUSION

From the results of this study, it can be concluded that to improve digital security in Indonesia,
a comprehensive and collaborative approach is needed. This includes more integrated regulations,
broader education programs, and cooperation between the government, the private sector, and the
community. This study recommends the establishment of a special body to regulate cyber law, which
can serve as a liaison between various stakeholders. With these steps, it is hoped that Indonesia can
create a safe and secure digital ecosystem for all its citizens.
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